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Account Access &

Credentials Reset

Guide

This guide provides clear, step-by-step instructions for
staff and students of The British University in Egypt on
how to reset or change their BUE account passwords
securely. It outlines the procedure for users who have
forgotten their credentials, explains how to update
existing passwords, and highlights essential security
practices to protect account information. The document
aims to ensure quick account recovery, maintain data
integrity, and enhance overall cybersecurity awareness
across the university community.
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1- If you don’t remember your BUE account details or changed your registered
cellphone number, please contact ITsupport@bue.edu.eg from your personal
email for assistance.

2- Resetting Your Account Password:

Reset password is the action of invalidating the current password for an
account on a website, service, or device, and then creating a new one. A
password may be reset using the settings of the software or service. Why is
the Process of a Password Reset Important? Password reset is an
important process for staff and students. Staff and students need access to
their accounts as quickly as possible when they've forgotten their password
(which —they will), and businesses need to make sure that the process is
quick and easy for them (which is —inevitable).

2.1 Open www.office.com and click Sign in.

='7‘ Microsoft I Microsoft 365 Copilot Products v Features v Prompts  Support v All Microsoft @

—
=D
Welcome to the Microsoft 365 Copilot app

The Microsoft 365 Copilot app (formerly Office) lets you create, share, and
collaborate all in one place with your favorite apps now including Copilot.*

Sign up for the free version of Microsoft 365 >

972“': _| | O Caarch [ i P m <O s - A XN BN A Ax @ 11:04 A

INFORMATION TECHNOLOGY DEPARTMENT - THE BRITISH UNIVERSITY IN EGYPT


https://www.office.com/

) The
BRITISH
d UNIVERSITY
\ IN EGYPT

2.2 Select “Can’t access your account?”

=% Microsoft
Sign in

'Email, phone, or Skype

No account? Create one!

Can't access your account?

Next

Q Sign-in options
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2.3 Choose “Work or school account”

2% Microsoft

Which type of account do you
need help with?

Work or school account
Created by your IT department

R Personal account
Created by you

Back
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2.4 Enter your full university email address:

(hame@bue.edu.eg)
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Get back into your account

Who are you?
To recover your account, begin by entering your email or username and the characters in the picture or audio below.

Email or Username: *

[ name@bue.edu.eg| ]

Example: user@contoso.onmicrosoft.com or user@contoso.com

|

Enter the characters in the picture or the words in the audio. *

Next Cancel

2.5 Complete the CAPTCHA verification as shown on the screen.
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2.6 Enter your registered cellphone number and choose Text to
receive a verification code.
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Get back into your account
verification step 1 > choose a new password

Please choose the contact method we should use for verification:

® Text my mobile phone In order to protect your account, we need you to enter your complete mobile
phone number below. You will then receive a text message with a

verification code which can be used to reset your password.
Ocall my mobile phone

‘ 01111111111

Text
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2.7 Enter the verification code received on your phone, then click
Next.
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Get back into your account

verification step 1 > choose a new password

Please choose the contact method we should use for verification:

® Text my mobile phone We've sent you a text message containing a verification code to your phone.

O call my mobile phone
Y X [ Enter your verification code ]

Cancel
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2.8 Create a new password and please consider the following:

» Minimum 8 characters.
» Must include uppercase, lowercase, numbers, and special symbols(e.g., @, &, S).

» Also don’t use an old password
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Get back into your account

verification step 1 v > choose a new password

* Enter new password:
| Minimum 8 characters.

Must include uppercase, lowercase,
* Confirm new password: numbers, and special symbols (e.g.,

@, &,5).

Also don’t use an old password
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2.9 Click Finish - your password has been successfully reset.

Microsoft

Get back into your account

@ Your password has been reset

d, dick here
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3- Changing Your Current Password:
If you know your current password but wish to change it for security reasons,

open your email on any web browser and follow the following screenshot
steps:

3.1 Click your account name on the top right corner and choose view Account

| (@] = File Home View Help The British University in Egypt Sign out
/ lgn - o e Oo O— & Sweep Categorize
D ' o (! @D )  Quick steps ~ ¥
New Bl [ hare t Move €3 Rules - Rea { Flag
v Forward VOURACCOUNTJ@bue.edu.eg
New Delete Report Respond Teams Move Quick steps View account

Open another mailbox

Focused Other =1

_

ﬂ.:hﬁ(l:

Nothing left to read
Enjoy your empty inbox.
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3.2 Under Security Info, choose “Change Password.”

Ca Managed bookmarks 88

i:‘ ‘ My Account v &l
a
‘" -
& +%.msow@bue.edu.eg
S MyAccoy ~ Security info
Overview p
Security /
EIYOUR ACCOUNT ‘@bue.edu.eg
Devices Keep your verification methods and security
info up to date.
Change password UPDATE INFO >
Organizations V' Why can't | edit?
Settings & Privacy
Recent activity
B My Apps .
yrep Devices
A My Arcace v
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3.3 Enter your new password twice to confirm.

» Minimum 8 characters.

» Must include uppercase, lowercase, numbers, and special symbols (e.g., @, &,

S).

» Also don’t use an old password

—
du.eg

1y Kot R Security info
werview Change your password  password must follow <
the same requirements /
ecurity info User ID
@bue.edu.eg ficationdmethods anb

Jevices up to date.

New password ATE INFO 5
“hange password | p -

S _
rganizations Confirm new password

ettings & Privacy O
ecent activity :

| i
Ay Apps

Ny Apps G f\

Security info

INFORMATION TECHNOLOGY DEPARTMENT - THE BRITISH UNIVERSITY IN EGYPT



) The

* BRITISH

4 UNIVERSITY
\ IN EGYPT

3.4 Save your changes — your password is now updated

Success, password changed X

You can now use your new password when you

next sign in.

Important Security Tips

. Avoid reusing old passwords or simple patterns.
. Never share your credentials with others.
. Change your password periodically (every 90 days recommended).

. Password should not include any part of the email address such as First
Name, Student ID Number, the following phrases (bue, edu, eg).

. Ifyou suspect unauthorized access, reset your password immediately and
notify IT Support.

. Ifyouface anyissues during the password reset or change process,
please contact ITsupport@bue.edu.eg for assistance.
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